CLAIMS 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 

1-6. (Cancelled) 

7. (Currently amended) A restricted data format method for a network infrastructure 
copy protection system, comprising: 

receiving a digital content file for transmission across a distributed computer network; 

examining data comprising the content file to determine whether the content file includes 
a restricted data format, the examining performed within the distributed computer network^and 
wheFem the r e strict ed data format in cluding at lea s t on e o f-o-MP3 data format, a MPEG^tdee 
d a t- a-fe -r mat, and a Word document format ; 

transmitting the content file when data comprising the content file does not include the 
restricted data format; and 

blocking transmission of the content file when data comprising the content file does 
include the restricted data format to prevent unauthorized downloading of copyrighted material, 
wherein the blocking is effected prior to a transmission of the content file to a receiver. 

8-10. (Cancelled) 

1 1 . (Original) The method of Claim 7 wherein the distributed computer network is the 
Internet. 

12. (Original) The method of Claim 7 wherein the examining is performed by a 
plurality of routers within the distributed computer network. 

1 3 . (Original) The method of Claim 7 wherein the examining is performed by a 
plurality of cache engines within the distributed computer network. 
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14-16. (Cancelled) 



17. (Currently amended) A n e twork infrastructur e protection method for d e t e cting 
aad-4enytn ^# a n wissieB-el^sfri6t e d dat a fiwRfe comprising: 

receiving a digital content file for transmission across a distributed computer network; 
tts4ng-at4eas£ one router e enfigure d to log d igital signatures-related to t h e digkaj-eoniefti 
file-te-maffltain a r e cG ^4erA h e- 4ipM-ee¥^ &^-&e -aBd th e r e l a ted-d4gitel-s4g flatures , the reeord 
including th e r e lat e d dig#al-s4geatees ? -examining data comprising the digital content file to 
determine whether the digital content file comprises one or more signatures, wherein the one or 
more signatures identify one or more senders that requested transmission of the digital content 
file across the distributed computer network a restricted data - format, wherein the digital co ntent 
-f41e4s- free of a di gital sig na ture, th e- examining perform ed withw-the-distributed computer 
network, and wher e in t he r estricted data f o rmat incl uding at least one of a MP3 data format, a 
M PEG video data format, a nd a Word document format ; and 

logging the digital content file and the one or more signatures in a log, wherein the log of 
the one or more signatures is maintained to determine an identity of the one or more senders of 
the digital content file- 
transmitting the digital content file when th e-data-compri s i n g th e digit a l content-file-does 
not include the restricted data format; and 

blocking the transmission of the digital content file when the data comprising t h e di g i tal 

cont e nt fil e do es inelude-the-restricted d at a -forma t t o prevent u nauthori zed d o w nlo ading of 

copyrighted material, w r herein the blocking is effected prior to a transmission of the digital 
content file to a-receiver. 

18-20. (Cancelled) 

21 . (Currently amended) A network device comprising: 
a bus; 

computer readable memory units connected to said bus; 
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one or more processors coupled to said bus said computer readable memory units for 
executing a digital signature method for a network infrastructure copy protection system, 
comprising: 

applying a digital signatur e to a digital content file: 

examining the _a digital content file to determine whether the digital content file includes 
the _a digital signature, wherein the examining is performed within the distributed computer 
network; 

logging the digital content file and the digital signature to create a file transmission log: 
transmitting the digital content file when the digital content file includes the digital 
signature; and 

blocking transmission of the digital content file when the digital content file does not 
include the digital signature to prevent unauthorized downloading of copyrighted material, 
wherein the blocking is effected prior to a transmission of the digital content file to a receiver; 
and 

identifying a sender of the digital content file according to the digital signature included 
in the file transmission log after the digital content file has been transmitted. 

blocking transmission of the digital content file w h en the data com pr is i ng th e con te n t 
fil e s is a restricted d at a for mat to p revent unauthorized downloading of copyrighted material, 
w herein the restricted data format including at least one of a MP3 data format, a MPEG vid eo 
d-at-a-je miat, and a Word document format . 

22. (Currently amended) The device of Claim 21 wherein the file transmission log is 
configured to maintain a plurality of digital signatures associated with a single digital signature is 
confi g ur e d to id e nti fy th e s e nder of the digital content fil e, where each of the plurality of digital 
signatures is logged for a separate transmission of the digital content file . 

23. (Previously presented) The device of Claim 21 wherein the digital signature 
applied to the content file within the distributed computer network is logged to maintain a record 
for the content file and the digital signature when the content file is transmitted across the 
distributed computer network. 
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24. (Previously presented) The device of Claim 21 wherein the distributed computer 
network is the Internet. 

25. (Previously presented) The device of Claim 21 wherein the examining is 
performed by a plurality of routers within the distributed computer network. 

26. (Previously presented) The device of Claim 21 wherein the examining is 
performed by a plurality of cache engines within the distributed computer network. 

27. (Currently amended) A netw o rk devi c e compri s ing^ 
o ne or m ore net work interfaces ^ 

computer -readable mem o ry um te-eonn e ct e d to s a i d ene-er-mer- e n e t w ork int e r-feees^ 
on e or mor e p roc essors coupled to said bus said computer rea d abl e memory units for 

e^eeefas-a-Bt ethod for detecting and denying transmission of restricted data forma ts y -method 

comprising: 

receiving a digital content file f or tr a ns mission across a distribu t e d co m p uter network ; 
examining the digital content file for inclusion of a first digital signature; 
logging the digital content file and the first digital signature; 

verifying an authenticity of the first digital signature, wherein the first digital signature is 
associated with a first user; 

transmitting the digital content file including the first digital signature; 
receiving the digital content file; 

examining the digital content file for inclusion of a second digital signature; 

logging the digital content file and the second digital signature; 

verifying an authenticity of the second digital signature, wherein the second digital 
signature is associated with a second user; and 

transmitting the digital content file including the second digital signature usiftg-at4eas4 
ene-^euter-eenfigured to log digi tal sig nature s r e lat e d to th e digital-cont en t fi le t o ^aaijfttam-a 
r e cord for t he digita l content file tmd-foe-related digital signatur es-,-th e -r e ee rd including the 
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fekfe44igiM^igflfi£^^ fi l e to determine 

wtoh€r-4he4ig4ialH?0^ w h e r e in the di g itat-eegtea^te 

is free of a digital signatur e , th e e xamining performed within th e distribut e d comput e r n e twork, 
and wher e in th e restrict e d data format including at l e ast on e of a MP3 data format, a MPEG 
video data format, and a Word docum e nt format; 

transmitting th e digital content fil e when the data comprising th e digital cont e nt do e s not 
include th e restricted data format; an d 

hk^sffi^a&4e€ffimmsi&fhe^^ di g i t al een4ent-file-wtoHthe^a^^ 
cont e nt fil e d ees-mefede- ^h e re strict ed data f ormat to pr eve nt un a uthorised-downloading ef 
copyri ght ed-materi al . w h e r e in t he blocking is effected prior to a -tran sm i sskm of the digital 

28-29. (Cancelled) 

30. (Currently amended) A r es tricte d data format system for a n e twork infrastructur e 
copy protection-system; comprising: 

means for receiving a di gital content file for transm i ss ion acro ss a distributed computer 

means for examining data comprising the content file to determine whether the content 
file includes one or more signatures a restricted data format , the examining performed within the 
distributed computer networ k, and wherein the restricted data f ormat in cl uding at least one o f-a 
MP3 data format, a MPEG video data format , and a Word docu m ent f o r ma t; 

means for transmitting the c on t ent fil e across a distributed computer network when data 
comprising the content file does not include the one or more signatures restricted dat a form a t; 

means for blocking transmission of the content file when data comp ris i ng the cont e nt file 
does include the one or more signatures restricted d a ta feHnat^o-fr^vent-unauthorized 
downfeading- of copyright ed^n a terial, wherein the blocking is effected prior to a transmission of 
the cont e nt file to a receive r; and 
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means for maintaining a log of the file and the one or more corresponding signatures, 
wherein the log is maintained to identify one or more senders of the file after the file has been 
transmitted across the distributed computer network . 

3 1 . (Currently amended) A n e twork infrastructure protection system for d e t e cting and 
d e nying transmission of r e strict e d data formats, comprising: 

means for receiving a digital content file for transmission across a distributed computer 
network; 

means for using at least one router configured to lo g one or more digital signatures 
related to the digital content file to maintain a record for the digital content file and the related 
digital signatures, the record including the related digital signatures^,]]; 

means for examining data comprising the digital content file to de te rmine w heth e r the 
digital content file co m pr is es identify the one or more digital signatures- a res trict e d da t a formats 
w her e in t he digital c o ntent file is free of a digital - signatu re , the examining performed within the 
distributed computer network, and wherein the restricted data format includi ng at l eas t on e of a 
M P3 d at a format, a MPEG video data format, and a Word document format ; 

means for transmitting the digital content file when the data comprising-the digital 
content file does not include the one or more digital signatures restricted data format ; and 

means for blocking the transmission of the digital content file when the data comprising 
the digital content file does include th e one or more digital signatures; and restricted data format 
ie-pr e vent unauthor ized downloading of copyrighted material , wherein t he b l oe k in g is eff ecte d 
prief- to the transmission of the digital content fi l e to a receiver 

means for analyzing the record to identify one or more senders associated with the one or 
more digital signatures, wherein the record is configured to maintain a plurality of digital 
signatures for a digital content file that is transmitted by a plurality of senders . 

32. (New) The method of Claim 3 1 further comprising: 

means for identifying a plurality of senders that transmitted the digital content file across 
the distributed network, each of the plurality of senders associated with one or more of the 
plurality of digital signatures. 
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33. (New) The method of Claim 7 further comprising: 

examining data associated with the digital content file to identify one or more digital 
signatures associated with one or more senders of the digital content file; 

maintaining a log of each transmission of the digital content file and the associated one or 
more digital signature; and 

identifying the one or more senders from the log after the transmission of the digital 
content file. 

34. (New) The method of Claim 1 7 wherein the log is capable of maintaining a 
plurality of signatures associated with a single digital content file. 

35. (New) The method of Claim 34 further comprising: 

identifying a plurality of senders associated with the plurality of signatures, wherein one 
or more of the plurality of signatures is logged each time the digital content file is transmitted 
across the distributed computer network. 

36. (New) The method of Claim 27 wherein a log is maintained of the digital content 
file and both of the corresponding first and second digital signatures. 

37. (New) The method of Claim 36 further comprising: 

identifying the first and second users from the first and second digital signatures 
maintained in the log. 

38. (New)The system of Claim 30 wherein the log is configured to maintain a 
plurality of digital signatures for a single file that is transmitted multiple times across the 
distributed network. 
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